IEZ 12 Series’

Email Setup (Gmail, Yahoo, etc.)

The EZTouch Editor 2.0 now has support for sending emails that can be used with any Email Server
(Gmail, Yahoo, etc.). The email setup is very fast and easy and allows for the EZ12 panel to send emails if
there is an alarm or even on a scheduled basis (such as product count at shift change).

To setup the please go to Remote Access > Email Setup... The following dialog will appear with 4 tabs.
[ | Setup Email Iﬁ‘

Email Server Setup ‘ Email Recipierts | Alam Email Setup I Schedule Emal\l

Dutgoing Server (SMTF)

IP Address .o .0 .0 Domain Name Lookup

Fort No. (SMTP) 25

Encryption Type

SMTP Emor Tag -

[] SMTP requires authentication

User Name
Password

Show Password

Sender email address

Send Test E-Mail
Note:

Email queue is limited to & emails in a FIFO manner, i.e. if there are 8 unsent emails in
queue and a new email is generated then the oldest email from the queue is discarded
and new one is added.

If panelis unable to send an email to SMTP server within 3 attempts, the mail is
discarded.

ok | [ cancel |[ Hep

Email Server Setup

The main tab for setup is the Email Server Setup. Here you will need to input all the parameters for your
email client, for example your gmail account. It is usually best to setup an account which you will use

exclusively for these emails but it is not required.

Outgoing Server (SMTP)

Outgoing Server (SMTF)

@) IP Address 0.0 .0 .0 Domain Name Lookup

) Domain Name www gmail.com

To setup your emails you will have to enter the IP address of the server on your network. To find this IP
address use the Domain Name Lookup and enter the domain name (ex. www.gmail.com). The found IP
address will be the Server IP on your network. To use this IP address press the Use Selected IP.
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EZ 12 Series’

Note: If the development network is different than production network the Server IP might be different.

i |
Domain Mame Lockup Iﬁ

Domain Mame  www.gmail.com

LY 172,217, 1,37

Use Selected IP

Close

You can also just directly enter the domain name and it will automatically detect the IP address needed.
Note that the DNS Server has to configure for this to work correctly.

Outgoing Server (SMTF)

(7 IP Address 0 .0 .0

[

Domain Name Lookup

i@ Domain Name www gmail .com

Port Number (SMTP)

Port No. (SMTP) 25

Every Server will have a specified Port No. that is used with it. Please enter the number here.

Note: Based on encryption the Port No. might change.

Encryption Type

Encryption Type
Maone i

S50
TLS

For most Email Servers you will be required to use encryption (encryption is different then
authentication, you will most likely require both). Encryption is used to make sure your emails are not
intercepted and go to the correct Server. The Email provider will inform you which encryption and Port
Number should be used.
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SMTP Error Tag
SMTF Emor Tag -

For easier troubleshooting a tag input is provided. This tag will display error codes based on what error
has occurred. This error tag is divided in half contains both an error code and a count (up to 255) of how
many emails have not been sent. The counter will reset when an email is finally sent.

The Most Significant 8 bits are the counter and the Least Significant 8 bits are the error code

Error Code | Error Cause

No Error
Internal Error. Re download Project.
Cannot connect to Server (check Ethernet cable, Panel IP and Mac address)
No TLS (check if TLS is required by Server)
Send Error (Cannot send email, check message and sender/receiver emalil
address)
Authorization Error (Check Username / Password)
DNS Error (Please check DNS server and make sure it is connecting)

(01 B~ [(WIN[(F|O

Note: To use this correctly you will most likely need to separate the bits and the easiest way is to move
only certain bits in the PLC into another register.

Error Register:

Counter Error Code
—

1514131211109876543210|

SMTP Authentication

| SMTP requires authentication
IJzer Mame
Password

Show Pasgword

For most Email Servers each email address will have its own Username and Password. If the Email
address to be used as the Sender email requires a Username and Password. Please activate the SMP
requires authentication and enter the specified emails Username and password here. Most current
Email Servers will require both encryption and authentication.
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Sender Email Address

Sender email address

| Send Test EMail |

Enter the Email address which the emails will be sent from here. Also you can use the Send Test Email
option to verify that all your settings are correct.

- \
Send Test E-Mail [

Clicking the Send button will send a test email. Pleaze make sure that the web zerver card
has a valid IP address and vou are connected to the panel at this time.

Outgoing Server[SMTP)  172.217.1.37

Frarm: testiE@gmail. com Ta | test@gmail com -

Subject: | Test Email

Email Bady:

Sending test e-mail ..

Send I [ Cloge

The Send Test Email option requires all information to be entered and then it connects to your selected
panel (make sure have Serial/Ethernet connection to panel) and request that the panel send the email
to the specified recipient (you will need to enter a recipient in the Email recipient tab). If everything
works correctly the recipient should receive the test email. If the recipient does not get the email please
check all your settings.

Unsent Email FIFO

Sending email takes a certain amount of time and therefore email might be generated at a faster rate
than they can be sent. Therefore there is a FIFO queue where up to 8 unsent emails are stored till they
are sent. As mentioned this queue is a FIFO and therefore the oldest email will be dropped if a 9th email
is generated.

Note: The panel will attempt to send each email up to 3 times and then the email will be discarded. Each
attempt will be followed by short waiting period.
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Email Recipients

Click on the Email Recipients tab to add the email addresses of the new recipients or to edit the email
addresses of the existing recipients. Recipients can be tag based but if an email recipient address is
incorrect you will not receive any indication from the panel. The panel cannot receive emails from server
that an email was not delivered.

Note: The maximum number of recipients could be 8. Once an alarm is triggered, the alarm emails will be
sent to all the email addresses added to this list.

- X
(] Setup Email ﬁ

| Email Server Setup | Email Recipients | Alam Email Setup | Schedule Emai

Alam marked for emails, when tiggered, will sent to evenyone in the list

—_—__________——  Add New Email Address

.:é:. TEQ -

() Constant |test@gmail com
<= Add Mew Email

Edit Selected Email Address
(0 Tag

| i@ Constart  test@gmail .com

| << Edit Selected Email

| | Delete Selected Emailis)|

| oK || cancel |[ Hep
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Alarm Email Setup

Alarm Email Setup allows you to create one template with user defined email subject line, and the user
defined email body. You may check the Append Alarm Message to Subject Line, and the Append Alarm
Message Details to the Body boxes to automatically add the triggered alarm message, or/and the alarm
message details, right after your Subject Line and the Email Text.

Appending the alarm message allows inserting of tags to the email since Alarm messages can include tag
data.

NOTE: Subject Line can be max of 128 characters including the triggered Alarm message. Whereas, the
Email Body can be maximum of 1000 characters including the Alarm message details, if appended.

|| Setup Email @

Email Server Setup | Email Recipients | Alam Email Setup | Schedule Email
Alarm Email Setup

Example:

Subject Line:  Line 1 Alam
[7] Append Alam Message to Subject Line
Email Body (Max 1000 char including Alam message if appended)

Line 1 has the following emor;| -

4 F

[¥] Append Alarm Message Details to Body

[ ok || Canced |[ Heb |

IMPORTANT NOTE: You may only add/edit the email addresses for the new or existing users in the OFF-
LINE programming mode.
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Schedule Email

Click on the Schedule Email tab to create a desired email schedule. This scheduled email will be sent at
specified intervals to specific email recipients. The schedule can be tag-based or occur on regularly
scheduled intervals such as hourly, daily, weekly, monthly or at specifically chosen times. The email can
also be sent to one or several email recipients and include variables in the body of the email such as
date, time, numeric tag, discrete tag, or ASIl tag information.

Below is an example which will be sent at 8:00 AM, 4:00 PM, and Midnight (12:00 AM). The example has
a date and 2 tags embedded. Finally it has an ASCII tag which has the current status embedded as well.

r ~
|| Setup Email &J

Email Server Setup | Email Recipients | Alamm Email Setup | Schedule Emai

Mail-Enable Tag ENABLE SCHEDULED EMAIL -
Mail Details

Subject Cument Production Insert in Body

Baody
The Production Count as of <DATE FCORMAT="0" /: =
Cara: <NUMERIC TAG="CAR COUNT" FORMAT="([Z|

Trucks: <NUMERIC TAG="TRUCE COUNT"™ FCRMAT= il
‘| o | ' ASCI Tag
Email Schedule
Preview Body ]

[ Tag Based

Scheduled Email Recipients

() Hourly { at the top of the hour, & .g. /00 hours ) ¥ Mail Recipient

(@ Specific Times ( such as every shift ) test@gmail.com

08:00 AM, 04:00 PM, 12:00 AM|

Comma seperated times.
Entertime in HH:MM AM/PM format.
e.g. 08:00 AM, 03:05 PM, 01.00 AM

) Daityat  08:00 AM
) Weeldy On | Monday at 12:00 &AM

) Monthty On |1 at |12:00 AM

[ ok || Cancel || Heb

i ' Email Body Preview (] o e S

The Production Count as of 04-JUN-18 is:

Cars=: DDDDD
Use the Preview Body button to view a Trucks: DDDDD
generated email based on selections. Current Status: AAAAAAARAAAAAAAARAAA
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Ethernet and NTP Setup

IEZ 12 Series’

In the Panel Main Programming Window, if you click on Setup > Ethernet Setup, it will display the
Ethernet Setup window for defining the Ethernet settings for your corresponding Panel. When selected,

the following screen will be shown.

Note: These settings can also be changed on the Panel using the Setup Screen Button.

b Ethernet Setup

S5

Configure Ethernet Attributes

IP Address 255 . 256 .

Subret Magk 2595 . 255 .
Gatewsy 295 . 255

Preferred DMS server 233 . 253 .

Alternate DNS gerver 255 . 255

MNTP Server
) IP Address oo

@ Domain Mame  time.nist.gov

Time Offzet from UTC [Time Zone] | -05:00 -

255 . 255
255 . 255
255 . 255

255 . 255
255 . 254

[ Set Ethernet Parameters

]

As shown in the above screen, user can specify the IP Address, Subnet Mask, and Gateway for the Panel.

Also for Domain Name functionality you can configure your DNS server IP Addresses.

For easier troubleshooting a DNS Error Tag is provided

in the Panel Attributes. This tag will display a

count for both a DNS NTP lookup failure and a DNS SMTP lookup failure (up to 255). The counter will

reset when a DNS lookup does not fail.

The Most Significant 8 bits are the SMTP lookup failure counter and the Least Significant 8 bits are the

NTP lookup failure counter.

Note: To use this correctly you will most likely need to separate the bits and the easiest way is to move

only certain bits in the PLC into another register.

Error Register:

SMTP Error Counter

NTP Error Counter

15 14 13 12 11 10 9 8

76543210
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EJ Panel Attributes =
‘ Alam Options | PlantView Tags | Private Label
General | Printer | Passwords I Clock | Panel to PLC. | PLC to Panel Language | Ports |
Power Up Sorsen 1 Floating Point Cptions

Tirry floating values
Display Saver (30-1500 min) 0

[ = Disabled
Default Language 1

(tiny: ot displayable in chosen format )
@ Display in scientific notation

Display as 0
Display large key pad on panel

{Defavits to smaller one) Default floating point decimal place |2
7] Enable Beeper

Enable Visual Effect for Touch 0On Panel Recipe Edit tag

System Colors -
Screen Background -
With tag = 1, pressing recipe button
Screen Foreground -3 allows editing of the recipe.
) With tag = 0, pressing recipe button
Text Edit Background :" writes recipe values to plc.
DNS Emor Tag DMS ERRROR -
N NTP Emor Tag NTP ERROR -
(|

[ ok [ cancel ][ Hebp

NTP Setup

The NTP Server communication setup is also included in the Ethernet Setup. This means that the NTP
Server will retain and function no matter what the project on the Panel is. To setup NTP server you only
have to add the NTP Server IP and the Time Offset from UTC. Below is a simple chart of some UTC times.

Note: Current daylight savings is not implemented so might need to change the offset to allow for
daylight saving.

HTP Server
MTP Semer P 129 . B . 15 . 28

Time Offget from UTC [Time £one] | -07:00  +

Time Zone GMT time offset (UTC)

Eastern Standard Time (EST) - 5:00
Central Standard Time (CST) - 6:00
Mountain Standard Time (MST) - 7:00
Pacific Standard Time (PST) - 8:00
I
Middle European Time (MET) +1:00
Indian Standard Time (IST) +5:30
China Standard Time (CST) +8:00
Australian Eastern Standard Time (AEST) + 10:00
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For troubleshooting there does exist a NTP Error Tag in Panel Attributes.

Error Cause

IEZ 12 Series’

0 No Error
Cannot connect to NTP Server
>0
please check IP of server
g Panel Attributes &J
| Alarm Options I FlantView Tags I Frivate Label |
General | Frinter I Passwords I Clock I Panel to PLC I PLC to Panel Language I Ports |
Power Up Screen i]— = Floating Point Options
. Tiny floating values
Display Saver (30 -1500 min} 0 = {tiny: not displayable in chosen format )
0 = Disabled ) R, )
= @ Display in scientific notation
Default Language 1 =
_ Display as 0
B I_:Ilispla',r large key pad on panel
(Defauts to smaler ane) Default floating point decimal place (2 +
Enable Beeper
[ Enable Visual Effect for Touch On Panel Recipe Edit tag
System Colors .
Screen Background -
With tag = 1, pressing recipe button
Screen Forsground [ -] allows editing of the recipe.
" With tag = 0, pressing recipe button
Text Edit Background :" writes recipe values to plc.
DMS Emor Tag -
NTP Emor Tag -
L
OK [ Cancel |[ Hep IIJ
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